
Amendments to Singapore's Personal Data 
Protection Act (PDPA) – 1 February 2021

1. Data Breaches 

New provisions will be introduced, including numerous obligations imposed on organisations. Organisations must now notify the Personal Data 

Protection Commission (the Commission) and individuals affected if the data breach results in, or is likely to result in, significant harm to the 

affected individual, or affects 500 or more individuals. 

This includes (among other things), statutory protection against the unauthorised collection, use and disclosure of personal data.

Data breaches are considered to cause / likely to cause “significant harm” if the personal data disclosed contains (a) full name (b) full NRIC / 

identification number and (c) a combination of the following :

• Financial information

• Life or Health insurance information 

• Medical information by a medical professional

• Information that leads to the identification of any vulnerable individuals who is the subject of an investigation, or relates to court proceedings 

that involves a child/minor 

• Private key or password is used to authenticate or sign an electronic transaction

Overview of Amendments 

Aimed at strengthening Singapore’s data privacy regime, the Singapore Parliament passed major changes to the Personal Data Protection Act 

(PDPA) on 2 November 2020. This brings the law into alignment with global standards (eg: GDPR). The following sections are now in force as of 

1 February 2021.
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In instances where data breaches involve multiple organisations, these organisation may collaborate to asses if the breach is notifiable. Affected 

individuals must be notified, unless the organisations have :

• Taken remedial action – making it unlikely that the data breach will result in “significant harm”

• Made appropriate technological protection measures beforehand, rendering the data inaccessible 

• The Commission or relevant law enforcement agency has prohibited such notifications

2. Deemed Consent 

The scope has been expanded to cover contractual necessity and notification where individuals have been notified of the purpose, and given an 

option to opt-out of the collection and use of the personal data, and have not done so. 

Deemed consent for the collection, use or disclosure of personal data may also be inferred from :

• Contractual necessity, i.e. deemed reasonable necessary for the conclusion or execution of a contract – allowing the contracting organisation 

with the individual to use / disclose information with relevant downstream organisation (eg: eCommerce website)

• Notification – in instances where individuals have been notified of the purpose of the collection, use and disclosure of personal data and have 

been given a reasonable amount of time to op out (but have not done so). 

3. New exceptions to the requirement for consent

The existing list of exceptions to the need to obtain consent will be reformulated under a new set of schedules. Organisations may now collect, 

use and/or disclose personal data without consent provided there are legitimate interests such as business improvements and for research pur-

poses：

Vital 
interests

Matters 
affecting the 

public

 the public
Public 

interest
Legitimate interests Business asset 

transaction
Business im-
provement*

Research**

• Necessary 
for purpose 
that is 
clearly in 
the interest 
of individ-
ual

• Necessary 
to protect 
vital inter-
est of indi-
vidual (e.g. 
respond-
ing to 
emergency, 
incidents 
affecting 
health or 
safety, 
contacting 
next-of-kin 
or friend 
of any in-
jured, ill or 
deceased 
individual)

• Publicly 
available

• In the 
national 
interest

• Solely for 
artistic or 
literary 
purposes

• Solely for 
archival or 
historical 
purposes

• Solely 
for news 
activity 
by a news 
organisa-
tion

• In relation 
to data 
obtained 
from or 
disclosed 
to public 
agency

• Necessary for evalua-
tive purposes

• Necessary for any 
investigation or pro-
ceedings

• Necessary for the or-
ganisation to recover/
pay a debt

• Necessary for the pro-
vision of legal services

• Between a credit 
bureau and member of 
a credit bureau for the 
purpose of preparing a 
credit report

• To confer an interest or 
a benefit on the indi-
vidual under a private 
trust or a benefit plan/ 
administer that trust or 
benefit plan

• Necessary to provide a 
service for the personal 
or domestic purposes 
of the individual

• Document produced in 
the course of the indi-
vidual’s employment, 
business or profession

• Entering into, manag-
ing or terminating an 
employment relation-
ship or appointment

• General legitimate in-
terests of organisation 
or another person

• Business asset 
transactions involv-
ing the purchase, 
sale, lease, merger 
or amalgamation or 
any other acqui-
sition, disposal 
or financing of an 
organisation or part 
of the organisa-
tions/ interest in an 
organisation/any 
business asset

• Business asset 
transactions 
involving the 
amalgamation of 
a corporation with 
one or more related 
corporations

• Business asset 
transactions in-
volving the transfer 
or disposal of any 
of the business or 
assets of a corpo-
ration to a related 
corporation

• Improving, 
enhancing or 
developing 
new goods or 
services

• Improving, 
enhancing or 
developing 
new methods 
or processes 
for operations

• Learning or 
understanding 
the behaviour 
and preferenc-
es of individu-
als in relation 
to providing 
goods and 
services

• Identifying 
goods or ser-
vices that may 
be suitable for 
individuals or 
personalising/ 
customising 
such goods or 
services for 
individuals

*For use without 
consent by all 
organisations; for 
collection and 
disclosure within 
a group only

• Research pur-
pose, includ-
ing historical 
or statistical 
research

**For the use 
and disclosure of 
personal data

Exceptions to Consent Requirement
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For more detailed information on this section, refer to: 

PDPA Framework for the Collection, Use and Disclosure of Personal Data

4. Increased financial penalties. 

Increased financial penalties, of up to S$1 million1 or 10% of an organisation's annual turnover in Singapore, whichever is higher will apply for 

breaches of the PDPA

5. New Right of Data Portability

To provide individuals with greater autonomy and control over their personal data, individuals will now be able to request a porting organisation 

to transmit personal data about the individual to a receiving organisation, provided the personal data exists in an electronic form and there is an 

ongoing relationship between the individual and the porting organisation.

6. Enhanced Rules on Telemarketing and Spam Control. 

Previously, individuals are granted protection from unsolicited messages and phone calls only if they have subscribed to the “Do Not Call” 

register maintained by the Commission. These existing rules will be strengthened to impose positive duties on senders to ensure and confirm 

that recipients of unsolicited messages are not on the Do Not Call Register. Organisations also cannot rely on the new exceptions to send direct 

and unsolicited marketing messages. Senders are only permitted to send messages upon receipt of a valid confirmation that the Singapore 

telephone number is not listed in the “Do Not Call” register.

The PDPA Assessment Tool for Organizations (PATO) is a self-assessment tool that aims to :

• Enable organisations to carry out a self-assessment of their personal data protection policies and practices for compliance with the PDPA.

• Help highlight potential gaps in their personal data protection policies and practices.

• Direct them to the relevant PDPC guides, guidelines and resources.

• Generate a self-assessment report based on the organisation’s own inputs.

This self-assessment tool could be found at: PDPA Assessment Tool for Organisations (pdpc.gov.sg)

Organisations may use the results report and action plan to give an update of the organisation’s implemented measures. Such documents may 

also be used to review the organisation’s plans to enhance existing data protection measures.

In view of the sweeping changes, organisation need to consider the following :

• Review privacy policies to ensure compliance with the amended PDPA

• Review data breach or incident response plans in accordance with the mandatory data breach notification requirements

• Evaluate if new processes are needed to meet the enhanced right of data portability 

• Periodically conduct assessments on the possible adverse effect of the intended collection, use or disclosure of personal data

• Ensure internal trainings are conducted to ensure alignment with the changes under the Personal Data Protection (Amendment) Act 2020.

Resources & Tools 

Conclusion

Source : 

Amendments to PDPA as of 2 November 2020 

Advisory Guidelines on Key Concepts in the Personal Data Protection Act

Amendments to the PDPA – Simmons + Simmons 

Singapore: Amendments to the Personal Data Protection Act 2012 (PDPA) now in force – DLA Piper

Asia | 19 March 2021

BIPO celebrates the addition of three new offices – Mexico, London and Turkey in Q1. This 

brings its global offices to 22 countries and regions, serving more than 1,600 clients across 

multiple industry segments. With more offices slated to open in the second half of 2021, 

BIPO is on an upward trajectory to realise its vision of developing its global innovation hub in 

Singapore, to support the increasingly sophisticated technological needs of the business and 

HR communities.

Around the World with BIPO

https://www.pdpc.gov.sg/-/media/Files/PDPC/PDF-Files/Advisory-Guidelines/AG-on-Key-Concepts/Annex-A--PDPAs-Framework-for-the-Collection-Use-and-Disclosure-of-Personal-Data-1-Feb-2021.pdf?la=en
https://apps.pdpc.gov.sg/resources/pato
https://www.mci.gov.sg/pressroom/news-and-stories/pressroom/2020/11/amendments-to-the-personal-data-protection-act-and-spam-control-act-passed
https://www.pdpc.gov.sg/guidelines-and-consultation/2020/03/advisory-guidelines-on-key-concepts-in-the-personal-data-protection-act
 https://www.simmons-simmons.com/en/publications/ckjo21zal156y0a48p93zmd48/are-the-upcoming-amendments-to-the-pdpo-fit-for-purpose-
https://blogs.dlapiper.com/privacymatters/singapore-amendments-to-the-personal-data-protection-act-2012-pdpa-now-in-force/#page=1
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About us
At BIPO, we help businesses transform and digitalise, enabling them to thrive and realise their growth ambitions. Around the world, we 

support over 1,600 clients across 87 countries and regions with a new generation of HR solutions. Our comprehensive suite of service pro-

ducts from our award-winning cloud and mobile-based HR Management System (HRMS), multi-country payroll calculation, overseas lan-

ding services, Business Process Outsourcing (BPO) to attendance automation provide clients with a multi-regional, integrated and seamless 

user experience. 

Our global R&D Centres are the foundation of BIPO’s HRMS and Workio platforms, providing cutting-edge, agile, and innovative technology 

solutions to meet the needs of Industry 4.0. We are also ISO-27001 certified with multi-country compliance, providing clients with the trust 

and confidence to champion their international growth plans.

Founded in 2004, BIPO is a leading, one-stop global HR service provider with a vast network of offices situated in key gateway cities across 

Asia: Singapore, Cambodia, Mainland China, Hong Kong, India, Indonesia, Japan, Macau, Malaysia, Myanmar, Philippines, Taiwan, Thailand 

and Vietnam, including subsidiaries in Australia and New Zealand. Our APAC Headquarters in Singapore serves as our hub for the region.

hello@biposervice.com

www.biposervice.com
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